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Part I: Glossary

The best way to dive into this study is to read the Glossary! It introduces the world of IT (Information Technology, PII
(Personally Identifiable Information), Cookies, Worms, and more. It is the foundation for understanding further reading.
Click on Glossary and it will take you to a webpage at LWVOR.org.

Part Il References

With a foundation based on the study terms and acronyms, exploring the study references will provide a broader sense
of the environment. The selected study references below will broaden your knowledge of the world of privacy and
cybersecurity. They are a snapshot of the depth and breadth of these issues.

Data
Data Voids demonstrates how manipulators expose people........ 2019.

Mastercard, AMEX Quietly Feed Data to Advertisers. 2013.

How the Internet of Everything Transforms Traditional Industries. 2014

Privacy and Information Technology. 2019 This sounds dry, but it is in The Stanford Encyclopedia of Philosophy, and it
covers many issues we are reviewing in the study! Try it you’ll like it!

Dis / Mis Information
The War on Pineapple, Understanding Foreign Interference in 5 Steps. 2019.

Why It Feels Like Everything is Going Haywire. 2019

Ethics and Synthetic Media: Machine-learning digital 'people' pose moral questions of harm and authenticity. 2019

Major breach found in biometrics system used by banks, UK police and defence firms. 2019.

The spread of true and false news online. 2019

Privacy
Why protecting privacy is a losing game today- and how to change the game. 2018.

What are biometric parameters and why do they matter? 2019.

The Future of Privacy Protection: Cyber Trust & Crime Prevention Project. 2004.

‘Right to Be Forgotten’. 2019

Democracy
Deep Fakes: A Looming Challenge for Privacy, Democracy, and National Security 2018



http://lwvor.org/wp-content/uploads/2019/12/Privacy-and-Cybersecurity-Study-Glossary-12-10-2019.pdf
https://datasociety.net/output/data-voids/
https://adage.com/article/dataworks/mastercard-amex-feed-data-marketers/240800
https://www.forbes.com/sites/groupthink/2014/07/29/how-the-internet-of-everything-transforms-traditional-industries/#40510e002a1c
https://plato.stanford.edu/entries/it-privacy/#IntThi
https://www.dhs.gov/sites/default/files/publications/19_0717_cisa_the-war-on-pineapple-understanding-foreign-interference-in-5-steps.pdf
https://www.psychologytoday.com/us/blog/virtue-in-the-media-world/201909/ethics-and-synthetic-media?fbclid=IwAR0R5HcS-Mc0vpVP5wJfxfdm9_ti-Sqb6reYdXPGwYRtLOelj1V-x6P4xaY
https://www.theguardian.com/technology/2019/aug/14/major-breach-found-in-biometrics-system-used-by-banks-uk-police-and-defence-firms
https://science.sciencemag.org/content/359/6380/1146
https://www.brookings.edu/research/why-protecting-privacy-is-a-losing-game-today-and-how-to-change-the-game/
https://valencell.com/blog/2019/05/what-are-biometric-parameters-and-why-do-they-matter/
https://webarchive.nationalarchives.gov.uk/20140108150309/http:/www.bis.gov.uk/assets/foresight/docs/cyber/the_future_of_privacy_protection.pdf
https://www.nytimes.com/2019/09/24/technology/europe-google-right-to-be-forgotten.html
https://scholarship.law.bu.edu/cgi/viewcontent.cgi?article=1640&context=faculty_scholarship

The National Security Challenge of Artificial Intelligence, Manipulated Media, and ‘Deep Fakes'. [Written testimony]

The Truth About Voter Fraud. Brennan Center for Justice. 2019

Cybersecurity
Here are the 55 things the U.S. government most needs to protect against cyberattacks. 2018.

The Cybersecurity 202: The Washington Post. 2018. The Washington Post launched The Cybersecurity 202 newsletter
breaking down the latest news on the politics and policy of cybersecurity.

The Biggest Cybersecurity Crises of 2019 So Far. 2019.

Oregon Election Security Exercise. 2018.

Europe is Reining in Tech Giants. But Some Say it is Going Too Far. 2019

Facebook Can Be Forced to Delete Content Worldwide, E.U.’s Top Court Rules. 2019

Federal officials work with Oregon, other states to protect elections against hackers. 2019

Overseas Oregonians can ‘vote by mobile’ in 2 counties . 2019.

Interim Report of the Countering Foreign Influence Subcommittee. Homeland Security Advisory Council. 2019.

Part III Books
Because of the rapidly changing cybersecurity and privacy landscape, most of this study’s references and articles are
from current media. The books are difficult to find, even in public libraries.

The Woman who Smashed Codes, Dey Street Books (2019)... chronicles the life of this extraordinary woman, who played
an integral role in our nation's history by breaking codes. This is an example of early hacking for national security, a
great read about a past active LWV member who might just be considered one of the first Hackers! Check your public
library.

The Known Citizen. (2018)... Lots of information about the history of privacy.

The Age of Surveillance Capitalism: The Fight for a Human Future at the Frontier of Power. (2019) Public Affairs Books.
This might be available from the public library.

Contact information:
Phone: 503-581-5722
Email: lwvor@lwvor.org


https://intelligence.house.gov/uploadedfiles/citron_testimony_for_house_committee_on_deep_fakes.pdf
https://www.brennancenter.org/our-work/research-reports/truth-about-voter-fraud
https://www.washingtonpost.com/news/powerpost/paloma/the-cybersecurity-202/2019/04/30/the-cybersecurity-202-here-are-the-55-things-the-u-s-government-most-needs-to-protect-against-cyberattacks/5cc7a3b01ad2e52459e246fe/
https://www.washingtonpost.com/pr/wp/2018/05/09/the-washington-post-launches-the-cybersecurity-202-newsletter/
https://www.wired.com/story/biggest-cybersecurity-crises-2019-so-far/
https://content.govdelivery.com/accounts/ORSOS/bulletins/25b43d2
https://www.nytimes.com/2019/05/06/technology/europe-tech-censorship.html?rref=collection%2Fbyline%2Fadam-
https://www.nytimes.com/2019/10/03/technology/facebook-europe.html?rref=collection%2Fbyline%2Fadam-satariano&action=click&contentCollection=undefined&region=stream&module=stream_unit&version=latest&contentPlacement=1&pgtype=collection
https://www.statesmanjournal.com/story/news/politics/2019/08/28/federal-officials-work-oregon-protect-elections-against-hackers-homeland-security-salem/2142902001/
https://www.bendbulletin.com/nation/7500776-151/overseas-oregonians-can-vote-by-mobile-in-2
https://www.dhs.gov/sites/default/files/publications/ope/hsac/19_0521_final-interim-report-of-countering-foreign-influence-subcommittee.pdf
https://www.hup.harvard.edu/catalog.php?isbn=9780674737501
https://www.publicaffairsbooks.com/titles/shoshana-zuboff/the-age-of-surveillance-capitalism/9781610395694/
mailto:lwvor@lwvor.org

